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How to Use Authenticator Authentication

Introduction

B What is Authenticator Authentication?
This is a two-factor authentication using OTP (One-Time Password), which is used to generate and
authenticate a one-time password that expires in a short period of time.
It is characterized by its ability to prevent unauthorized access to your account.

X Screens may vary depending on iPhone and Android models and versions.
Please be understanding of this.

B Changing the default authentication method
Starting September 1, 2024, you must authenticate using the Authenticator. However, if the
administrator has set up another authentication method, that method will be used.
An application for using the Authenticator must be installed on the smart phone in advance.
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Preparation and authentication settings

B Preparation for Authenticator authentication
How to install the Authenticator App (for iPhone)

@ Start “App Store”.
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If you do not see “App Store” in the menu, select
"Settings" on the screen and look for "App Store"
in the list of programs.
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@ Enter "google authenticator" in the search bar s = =
for search. If "Google Authenticator" appears in
the SearCh I‘eSU|tS, SeleCt "Get it". * Google Authenticator
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® Select "Install".

App Store X

E Google Authenticator
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@ When installation is complete, "Open" will be
displayed. Please select it.
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® When the "Further enhance security with
Google Authentication System" screen 34 Shoce ol 121 S0
appears, the installation is complete.
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® When the installation ® is completed, the
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"Authenticator" icon will appear on the home a a 3 o
b4
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E How to install the Authenticator App (for Android)

@ Start “Play Store”.

7H18E(K)

(Screens may vary depending on the model and
settings.) '
Play A b7
M
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If you do not see "Play Store" in the menu, place
your finger on the bottom of the screen and

move the screen up to find "Play Store" in the list '
of programs. Find "Play Store" in the list of
programs.
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(Screens may vary depending on the model.)

Program list

@ Enter "google authenticator" in the search bar
for search.
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® Select "Install".

€ google authenticator a ¢

@ When installation is complete, "Open" will be X
displayed. Please select it.
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® When the "Further enhance security with
Google Authentication System" screen appears,
the installation is complete.
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® When the installation ® is completed, the
"Authenticator" icon will appear on the home
screen. 7A1BE)
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(Screens may vary depending on the model and

settings.) &

* L= 4 Authenticat...

puthenticat l 92 Lv k

M B P

Gmall  PayZFF Tk

e

v

(4]
-
]



How to Use Authenticator Authentication

B Authenticator authentication settings

Authenticator authentication How to log in for the first time

@ Enter your “Login ID” and “Password” to login. e |
oo “@1
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@ The authentication setting screen appears. A
QR code or secret key for setting up
authentication for app authentication will
appear on the screen.

Authentication Settings

Enter the 6-digit code ganerated by the suthentication app and click the “Register™
button.

(® Start the authentication app "Authenticator"
installed on your smartphone.
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@ Select either "Scan the QR code" or "Enter

setup key" displayed in "Authenticator" to use _
"Authenticator authentication". Authentication Sefiinas

Select the "+" button in the lower right corner to | EVRTYTF—EAT
display. QRIO—KREZF+ > ©

Scan the QR code

Enter the setup key (secret key)

il SoftBank = 15:49 @ 72% -

[1 When selecting "Scan the QR code™ )

Read the QR code displayed on the screen with
the camera.

Authentication Settings

(Place the camera on the QR code to read it.)

[l When selecting "Enter the setup key"

Enter the secret key shown on the screen in the o e AR
"Key" field. Authentication Settings

enen

— |

noun

Account name: eNEN

Key: Secret Key

FRN—2 ~

Key type: Time-based oy

Enter the above, and then select "Add" button.
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® A6-digit authentication code will be generated wne s o
in the "Authenticator" of your smart phone. I, - cocoentmnicon & @
Enter the generated authentication code into Authentication Settings
the authentication settings screen and click the et ‘
"Register" button.

T — k

® Abackup code will be issued and displayed.
After keeping the backup code, click the "Next I

Page" button. Authenticator Backup Code

5 If you do not have the smart phone with the -
authentication app set up at hand, you can use the AR
backup code to log in. sos3-1042-3415-00m |

[z Click on the "Printer" button to output the backup .
code to a PDF file. 3000-0000-6309-8210 |

Print the PDF file

You can print out the contents displayed in ® Ny 9PYyIA—F
in PDF format. Please keep it in a safe place. 2P EY, BRER< LSRR TR~ TS
BMESICE, CEEOTHIVMIPIEATEERT.
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2. ShanG131-98B9 3689

3. 4080@eee-1145 0848
4,
5

. Sdd60456008-7074
5296 4bdd- 3515 6dee

@ The home screen for filling an income tax
return is displayed when the authentication
code is matched.
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Performing Authenticator authentication

—
E Authenticator authentication How to log in

@ Enter your “Login ID” and “Password” to login. S
mErR o2 @,
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@ The Authenticator authentication screen e

appears.
Authentication page
® Start "Authenticator”. -
(Screens may vary depending on the model and
settings.)
[ Whenever you authenticate with Authenticator, you =y [ 1
will need the "Authentication code generated by —l
the Authenticator on your smart phone in ®". Mo R
Please do not forget to activate it. T
e
@ Enter the authentication code generated by the [ .
“Authenticator” and click the "Certification" I - ... = ol
button.

Authentication page

Enter the authentication code dis; .
D If you make a mistake in entering the LI E
authentication code five times, you will not be oo s il e depived Rt
able to log in. Please wait 30 minutes and try it | Authentication code
again, starting from the input of "Login ID" and
Password". autentication a hand, ple
Contact your administrator to have the Authenticator autheni
|.
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® The home screen for filling an income tax
return is displayed when the authentication
code is matched.
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Authenticate with backup code

Even if you do not have the smart phone with the authentication app set up at hand, you can use
the backup code to log in.

E Login procedure with backup code

@ Enter your “Login ID” and “Password” to login. = 1]
ol g B

SR FRRETE

W =2 —O— 80X 5 R RTOEESE eryam

navizca

@ The Authenticator authentication screen ]

appears. Click on "Authenticate with the

backup code" at the bottom of the screen. Authentication page
unt will be locked and you will not be able to log in temporarily.
- The login screen will be displayed automatically
Authentication code

If you do not have the device for authentication at hand, please follow one of the following steps

Authenticate using the backup code

Contact your administrator to have the Authenticator

® Adialog box for entering a backup code will
appear. Enter the kept backup code and click
the "Certification" button.

Authenticate with backup code

& The same backup code cannot be used twice.
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@ The home screen for filling an income tax
return is displayed when the backup code is
matched.
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Authentication settings by changing email address and contact information

B Reset authentication setting for the Authenticator authentication app
If you renew a smart phone that has been used for Authenticator authentication, the authentication
settings must be reset and reconfigured again.

@ After logging in, display the "Change Email
address and Contact information" screen.

[E

Application for
Hous

@ Click the "Reset app authentication" button.

£ Change Email address and Contact
information

Reset app authentication =

T

® A"Confirm" dialog box will appear. Click "OK"

to reset the authentication setting. Confirmation

Reset app authentication.

Is it OK?

*The authentication settings screen will be
displayed the next time you login.

Cancel

@ After logout, please login again to display the
authentication setting screen appears.

£ Change Email address and Contact
information

[ Refer to “Authentication settings of the
Authenticator How to log in for the first time” to
perform the authentication settings of the
“Authenticator” again.
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B Check the backup code of the Authenticator authentication
You can check the usage status of the backup code.

@ After logging in, display the "Change Email

address and Contact information" screen. e -

@ Click the "Check backup code" button.

£ Change Email address and Contact
information

Braen, o vy oman a0vess

WCuent emad scaruss

Eew ot 306t An emad wil Be sant o @ enen Sarvicer”

® The currently issued backup code will be
displayed.

Backup code

Backup codes allow you to access your account even if you lose your
phone or are unable 1o generate a verication code at hand

Used backup codes are marked with a Please prntor e out the codes foriese backup codes and save therm
Each backup code can only be used once.
cancellation line and the date and time of use.

If you do not know your verification code and do not have a backup code,
you will not be able to log in

& Use the backup code you are keeping. ozsmsiiseem
¢ The used backup code cannot be used again. R pre— 1
: 00|

[Z¢ Backup codes shall be used in cases where an [Rve——

authentication code cannot be generated, such as 3393 aemb 53474008

when the user forgets to have his/her smart phone.

Close
@ To keep the up-to-date backup code, click on Backup code
n . " . .
the "Printer” button to save the file in PDF A
fo rm at Please print or write out the codes for these backup codes and save them.
Each backup code can only be used once.
If you do not know your verification code and do not have a backup code
you will not be able to log in.
27024888-5415-0008
WO0P-0030-8008-15712
(REFIEIES : 2024-08-07 08:59:45)
AIRS3425 8095035
39340985047 40ee
/=
Close
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B Reset the backup code of the Authenticator authentication
In the event that "you have used up your backup code" or "lost the PDF document containing your
backup code", you can reset a backup code.

@ After logging in, display the "Change Email =
address and Contact information" screen.

@ Click the "Reset backup code" button.

¥ Change Email address and Contact
information

oy of unregrsiered emat 3saress

ECurrent eman address.

.

bt Reset backup code -

® By clicking "OK" in the confirmation dialog, the
backup code will be reset.

@ Anew backup code will be issued. T

If the authentication code is not available, use Ihe backup code below 1o
login.
Please print of wiite it out and save it

A If a new backup code is issued, the former {€ach backup cods can oy b used cnce.)
backup code cannot be used.
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Revision History

Date Revised by Content

July 31, 2024 First version (Tentative)
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